IM01 F21: Subject Access Request: Current/Former NCA Officers
Please read the following information carefully before completing the form below.
This application form should be used by current and former NCA officers who want to apply for access to personal data held within the National Crime Agency.
Data Protection Law[footnoteRef:2] provides individuals with a right of access to their personal data and further supplementary information in order to be aware of, and verify, the lawfulness of processing undertaken by data controllers. This right is subject to restrictions available to the data controller where appropriate and necessary. [2:  General Data Protection Regulation and Data Protection Act 2018] 

Please note: Although you are not required to complete any section of the form to exercise your right of access, you must as a minimum supply (in any format) enough information to process your request; please refer to the guidance note for further details. Failure to provide sufficient information may limit our ability to locate data relevant to your submission and it may result in a determination that your request is excessive. To prevent delays you are advised to provide as much information related to your request as possible. You may be contacted for further details or to clarify the scope of your request.
Information on how to fill in this form can be found in the guidance notes for current and former NCA Officers.
Processing your data
For further information on how the NCA will process the information you provide please refer to https://www.nationalcrimeagency.gov.uk/privacy-and-cookie-policy

[bookmark: _GoBack]

	YOU (OR YOUR PROXY) MAY BE CONTACTED TO CLARIFY OR CONFIRM DETAILS WITHIN THIS FORM AS NECESSARY. 
IT IS RECOMMENDED THAT YOU COMPLETE THIS FORM WITH THE GUIDANCE NOTES TO ENSURE THAT YOUR REQUEST IS COMPLIANT AND INCLUDES SUFFICIENT DETAIL.
ADDITIONAL SHEETS ARE AVAILABLE WIHIN ANNEXE A
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Subject Access Request: Current/Former NCA Officers

	Section 1 – About you (to be completed by the data subject)

	1.1
	I am a
	|_| serving NCA officer
|_| former NCA officer
· [bookmark: Text18]My last day in service was       (DD/MM/YYYY)

	1.2
	Title 
	

	1.3
	Surname / family name
	

	1.4
	First name/s
	

	1.5
	Staff number 
(Date of Birth if staff number not known - former officers only – DD/MM/YYYY)
	

	1.6
	Preferred contact number/s
	

	1.7
	Preferred email address 
(e.g. NCA email address if current officer)
	

	1.8
	Current address 
(All correspondence will be sent to this address unless you specify otherwise. The identity documents must relate to this address.)
	

	1.9
	I would like to receive disclosure via
	[bookmark: Check13]|_| Email (to the email address provided above)
[bookmark: Check12]|_| Post (to your current address)
[bookmark: Check14]|_| Other (please provide details  below*)

	1.10
	*Further instructions for disclosure/contact (e.g. alternative address / address of nominated representative)
	



	

Subject Access Request: Current/Former NCA Officers

	Section 2 – About your nominated representative (where applicable)

	If you wish to nominate a representative to handle a request on your behalf you must provide their details below and specify in section 1.10 where disclosures should be made. Unless otherwise stated in section 1.10, completion of Section 2 below indicates that your representative should be contacted in your place for all matters in relation to your request.
A signed letter of authority with specific permission to obtain the data subject’s personal data must be included with any request submitted by a nominated representative. There is also a requirement to ensure the identity documents provided include the data subject’s signature as shown on the letter of authority.

	2.1
	Relationship to data subject (e.g. legal representative, parent/guardian)
	

	2.2
	Surname / family name
	

	2.3
	First name/s
	

	2.4
	If you are representing the data subject in a professional capacity please provide details of your organisation 
	

	2.5
	Preferred contact number/s
	

	2.6
	Preferred email address 
(NCA email address if current officer)
	



	Section 3 – About your data

	In order to help us to find the information to which you are requesting access, please provide details of the specific information you require in the sections below.
Failure to provide sufficient information may limit our ability to locate data relevant to your submission or result in a determination that the request is excessive. To prevent delays, and to ensure that we are able to provide you with the information you are seeking to access, you are advised to provide as much information related to the data requested as possible. You may be contacted for further details or to clarify the scope of your request. (See guidance notes for further information).

	The following is to assist you in supplying sufficient information to allow the Statutory Disclosure Team (SDT) to identify your data; examples are non-exhaustive.

	Description
This should specify the subject of the data you are looking for, for example: my performance, my alternative working arrangements, notes related to a grievance submitted about/by me, considerations surrounding my deployment to a new post.
Categories
For further information surrounding what types of information fall within each category please refer to the “Why do we use your information?” section of the NCA Staff Privacy Notice. For some categories of data there are other, more appropriate, mechanisms through which you should request your information. Where your request relates only to information for which there is a more appropriate mechanism SDT will notify you of this.
Time Period
Please use the format “DD/MM/YYYY – DD/MM/YYYY”.
Relevant Departments/People
List the name of any teams, departments, or individuals who are likely to hold the information you seek or may be able to give further context to your request; you should include their role in any relevant circumstances; for example: “John Smith – my line manager 04/2014 - 08/2014.”
General Note
You should always consider where you can be more specific – this will lessen the likelihood of your request being determined to be excessive; for example following the format of example [1] as opposed to requesting “all emails about me”.



	I am looking for data related to (Example format in italics below):

	3.1
	Description
[1 – Emails regarding my alternative working arrangements between me and Person A, or Persons A, B, and C.]
[2 – Information related to my performance in work as assessed by person D (my previous line manager).]
	

	3.2
	Category
[1 – Other: personal emails.]
[2 – Personnel management AND Other: personal emails.]
	[bookmark: Check17]|_| Personnel Management
|_| Recruitment and Selection
|_| Occupation Health and Welfare
|_| Vetting
|_| Departmental administration and management
|_| Staff Services
|_| Security
|_| Internal monitoring and auditing
|_| Equality and Diversity
|_| Staff Groups
|_| Transport
|_| Health and Safety
|_| Other (please specify)

	
	
	

	3.3
	Time Period
[1 – 01/2017-03/2017.]
[2 – 05/2017-05/2018.]
	

	3.4
	Relevant Departments
[1 – HR BLU.  Person B, Person C.]
[2 – Department A, Department B. Person D, Person E]
	

	3.5
	Please give any further details that may assist the SDT in processing your request / locating data relevant to your request if not captured by the above. 
(e.g. previous names, surrounding circumstances/events and any further context relevant to your request, further unique identifiers, information you are not interested in)
[1 – I am currently off on long-term sick and do not have access to my NCA accounts therefore I would like emails from my own account as well. I had a different AWA from 06/2016-12/2016; please note that I am not interested in data related to this AWA.]
[2 - I believe Person D has left the agency, however, Person E was their line manager and may be able to assist with recovery of the relevant information.]
	



	Section 4– Proof of Identity

	Former NCA officers must provide copies of two official documents bearing your name, date of birth, signature and current address.
Current NCA officers do not need to provide identity documents if you have a valid staff number and the SDT are satisfied as to your identity.
Please note in some circumstances it may be necessary for us to request original identification documents.

	Section 5 – Declaration

	Declaration 
[bookmark: Check15]|_| The information supplied in this application is correct, and I am the person to whom it relates.
OR
[bookmark: Check16]|_| The information supplied in this application is correct to my knowledge, and I am acting on behalf of the person to whom it relates. (A signed letter of authority or letter of proxy is required in this instance including proof of identity from the data subject that includes a signature.)

	Signature
	[bookmark: Text19]     
	Date
	[bookmark: Text20]     

	Warning - a person who impersonates or attempts to impersonate another may be guilty of an offence.



What to do next
You have now completed all the relevant sections of the form. Please check you have:
· Completed all of the parts you need to (clearly and legibly).		|_|
· Enclosed official forms of identification (as per section 4).			|_|
· Signed the form (section 5).							|_|
· Provided sufficient information to enable NCA to locate your personal data (section 1 and 3).										|_|
· Provided a signed letter of authority or proxy if applying on behalf of another. 												|_|
When you have completed the form send it, together with the required identity documentation, to: 
The NCA Statutory Disclosure Team,
PO Box 58345,
London, NW1W 9JJ
or
StatutoryDisclosureTeam@nca.gov.uk


Annex A
	

Subject Access Request: Current/Former NCA officers

	Additional Sheets

	Using the corresponding number please ensure you have marked in the left hand column which question/section on the application form the additional information relates.
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